Quarri Protect On Q

Secure Your Sensitive Data

Quarri™ Protect On
Q™ is the only on
demand web information
security solution to

enable IT professionals to |
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from theft or data leakage. Protect On Q’s hardened browser shields sensitive data from key loggers,

session hijacking, cache miners, and other malware, while blocking inbound attacks as well. Protect On

Q also enables IT administrators to place strict controls over the saving, forwarding, or printing of

browser-delivered information. Protect On Q is downloaded automatically and transparently to the

user’s browser, and completely cleaned up at the end of a browser session — there are never an
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signature downloads, software updates, client maintenance costs, or administration headaches.

FEATURES

Zero-hour Malware Defense
Scan running processes throughout
session using patented run time
behavioral analytics to identify key
logging and frame grabbing applica-
tions. Policy-defined actions block
availability of keyboard inputs and
screen capture.

Browser Process Isolation
Blocks hostile code injection attacks
such as Man-in-the-Browser as well as
potentially hostile browser add-ons
(i.e., plug-ins) launching; allows white
listing required add-ons; all others are
blocked

Browser firewall

Controls allowed browser connec-
tions destinations with a site-specified
white list, mitigating session hijacking,
XSS, and CSRF attacks.

Hostname Resolution Bypass
Provides site-specified hostname
resolution, enabling the bypass of local
host file or DNS resolution, mitigating
name resolution-based attack.
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Content Information Controls
Control file operations — such as
copy, save, clipboard, print and print
screen — within the browser to
ensure delivered information is not
replicated via user actions. Controls
extend to child processes launched,
including applications such as Adobe
Acrobat, Microsoft Office and ZIP.

Browser Session Data Privacy
Real-time encryption using 256-bit
RC4 for data files created during the
protected session, including cache
files, cookies, password store and
history. All session data is overwrit-
ten and deleted at end of session.

SSL Certificate Defenses
Mitigates MITM / hostile SSL proxying
of secured connections by specifying a
white list of allowed SSL certificates.
To control social engineering of users
certificate handling, sites can specify
whether users can override certificate

errors (expired, mismatched etc.).

Virtual Machine / RDP Block

Enables sites to control whether its

users can access from virtual OS or
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terminal services connections, which

can create data leakage bypasses.

Browser Skinning

Enables sites to brand their protected
browser, while providing visually
distinct user interface that aids in
reducing phishing risks.

Session Timers

Allows sites to mitigate user mistakes
by controlling both overall session
length, as well as user inactivity.

Filter Module Enforcement
Enables web applications to enforce
the use of the protected browser.
Sites can use Quarri’s .NET pipeline
modules, Java request filter modules
or web services APIs.

Citrix NetScaler Integration

Enables easy product integration with

Citrix market leading web front end.

Syslog Support
Utilize syslog servers to receive log

information from POQ Servers.
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Quarri Protect On Q

HOW PROTECT ON Q WORKS
Protect On Q is a software solution
which delivers an on demand security
agent to the user’s Windows PC end-
point that protects that single browser Step 3:
session from data compromise via mal-
ware, as well as careless or malicious
end users. Using the Protect On Q man-
agement console, an administrator de-
fines granular, application-specific policy
settings. These settings are packaged

with the agent components and placed

User ends session. All
session data securely
deleted, and desktop
configuration is unchanged

Protected Web Server

Step 1:

Web server sees
new user, redirects
user’s browser to
download Protect
onQ

”
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-" Protect On
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Dedicated
Download Server

Step 2:

Behavioral malware
scan, followed by
secure browser launch
and user login

on a provisioning server for subsequent download. The provisioning server can run on the web appli-

cation server or a remote standalone server.

As users connect to a web site, a check is made to ensure that users are running Protect On Q before

they log in, through simple changes to the web server. If they are not, a web services call triggers an

automatic download of the agent from the provisioning server to the user's desktop and a new, se-

cured, visually distinct browser instance is launched. The web application can be integrated with Pro-

tect On Q to make use of the protected browser mandatory. Protect On Q enforces security in only

the secured browser; no other browser instances or applications are affected. When the user logs out

of the protected web application, the agent exits and cleans itself up, leaving behind no remnants or

modifications to the user's desktop.

SYSTEM REQUIREMENTS

Windows Agent

e 32-bit Windows XP, Vista or 7 and
64-bit versions of Vista or Windows 7
and applications

e |E6 to IE9 installed, JavaScript enabled
e Sun JRE [.4.2+ or ActiveX enabled
e |0OMB disk space, 256MB RAM

e No admin rights required
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Management Console

e Manager: installs into Tomcat 6 or other
servlet engines with Java 6

e Server: installs into Tomcat 6 or other
servlet engines with Java 6

e |00MB disk space
e 512 MBRAM
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